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The Department of Delense (DoD) has a
growing need (o contiol aceess 10 1ts
many assets in both imes of war and
peace, Similatly, DoD organizations

must always be ready to identify "fiend or

foe.” This requirement is heightened in
the Global War on Tenorism, where the
enenty has demonstrated its willingness
10 exploit flaws in cunent iclentity
manageinent svstems. [dentity assurance
15 vital Lo protecting our facilities, our
informtion networks and, most
important of all, our personnel. Biometiic
syslems take identity assurance beyond
samething you have {e.g, an identification
card) orsomething vou know (eg, a
password) to something you are (e.g., a
fingerprint}. The DoD, along with many
other agencies, is looking at biomeirics as
away lo safeguard its assets. The Dol
Biometrics Management Office, located
in Arlington, Va, supports and
encourages the use ol biometiic
technologies in thie Deparament. The
Biometncs Fusion Center m Bridgeport,
W\, a subordinate unit of the
Biometrics Management Office, provicles
lesting andl other operational suppott.

As Director of the Biometnes
Management Office, T undlerstand both
the wemendous potential and the cunent
realities of these technologies. Working
together with Sam Cava, the Director of
the Biometncs Fusion Center, Lam
commniitted 10 having DoD use biometie
technologies eflectively and efficiently;
particulatly 1o suppaort the US. militanys
eflons in the Global War on Tenonsm. In
this article, I provide an overview of where
we are today in building betler biometic
capabiiities within DoD.
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To provicle that overview, this article:

» offers a bref histoncal perspective of
biametnics;

» defines the cument situation and ollers
some examples of how currently
available biometnc technologies may or
may not meet national security
requirenients; and

» suggests an operational framework lor
examining how DoD can deploy
biometric technoelogies.

Biometrics: A Historical Perspective

For mostof'the 191h centuny; when a

person was convicted ofa ciime, the

sentencee was based on the specific offense

were not incentivized o disclose their past
bad acts. To get to the tuzh, criminal
invesligalors ol the 19th century
considered several potential solutions for
linking a person’s identity to that person’s
prior ciiminal record,

Initially, ofticers of the taw tied to
recognize previous criminals, primanly by
their facial charactenislics. This method
worked well enouglt when the repeat
offender was a member of a small
community where he was well known.
However, the svstem began o unravel as
communities expanded and as
populations became more mobile. Even
with (hose Tactors remeved, the truth is
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commitied. Other faclors, such as the
person’s priorenminal history had very
little eftect on the punishuiment & criminal
received WiLh the passage of the Habitual
Criminals Act in 1869, the Brinish
Parliament inooduced a new cominal

Justice conceptwith punishment tailored

not only to the specilic offense committed,
hut also to a person’s history olbacl acts or
prior ciiminal record, In otherwords,
habitual criminals (or recicivists) received
harsher sentences. This appoach is still
with us today and embodies sociehv’s
views ol criminal justice.

To comply with the new faw, a person’s
history ol criminal activity had to be
matched 1o his or her identity; particularly
singe persons with prior criminal records

that most people - even trained police
officers - are not very goxl at recognizing
faces of people they do not know well.
Thus, innovators searched {or technology
that could aid in idenlification.

Alphonse Bertillon, a Paris police
official, came to the apparent rescue
with anthropometrics, which involved
taking multiple measurements of an
individual, such as the length of the arm
from the elbow to the tip of the index
finger, using specially designed tools
and recording the information en a
record card (see illustrations).

The general premise was that a trained law
enforcement officer could use these
unigue physical characleristics




distinguish an indmdual fiom all others
in a population. The police would take
anthropometric measuraments of a
person and compare all the record cards
for matches. This “Bertillonage™ was an
early arrempt by the criminal justice
communily o use biometrics to
determine identity;

In 1884, Bertillon made 200 matches of
persons with prior eriminal records that
the police had othenwise missed. In the
end, anthropomeics did not prove to be
the silver bullet that the police had hoped.
There were discrepancies in
measuements laken by different people,
the “enrolliment” was overly complex and

Invesligation (FB), astutely and skillfully
recognized how fingerprints would be
usetitl foridentification pumoses and
eslablished the FBI as the steward for
criminal fingerprint data in the US, That
legacy eventually led to the creation of the
FBI's Integrated Automated Fingerprint
Identification Systern (TAFIS),

Launched in 1999, IAFIS is the FBI's
computersearchable database, located at
the Criminal Justice Infonmation Services
Division in Clarksburg. W Va. [AFIS
basically contains the fingerprints ol about
46 million individuals who have been
amested for felony-level offenses in the
Linited States. Today; one of the first steps
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nme-consuming and anthropomenics
are not left behind at crime scenes.

Fortunately; at about the same time, there
wis a competing school of thought in
criminal jusiice that advocated the use of
fingerprints - another form of biometrics -
as a means of detenmining identity:
Publicized in 1878 by Dr. Henry Faulds, a
British missionary working in Japan, this
approach relied on the distinctive pattems
on a persoin's fingers (o ascertain identity
In 1902, fingemnnts were used for the first
time in an English court of law to convict
someone of a crime. In the United States,
fingerprints were used for the first ime in
acourtroom in 1911 to detemmine guiil.

[n the 1920s,J. Edgar Floover, the voung
director of the ULS. Fecleral Bureau of

in the police booking process is to take a
suspect’s fingerprints and ransmit them
to the FBL where they are searched against
IAFIS records. In 95 percent ol the cases,
4 resporise - match orno match - is sent
back to police in less than two hours. This
systerm gets to the truth, identifiing a
person’s previous criminal history; and can
be accessed front anywhere in the US. by
authorized users.

Where 1s Biometrics Today?

Where do biometrics it into the
current picture? The above
illustration helps explain.

Individual information, show in the inner
circle, consists ol many types, These
include hiometric data, medical
mfomation, financial mformation, credit

history consumer information and general
biographical data such as name. address
and phone number.

The question is: How can we best obtain
and make sense of the individual
information in one or more of these
categories? Various Data Acquisition
Technologies (DATS) have emerged 1o
capture and collect individual mfonmation.
They are referenced in the outermost cucle
ofthe illustraton and include tools like the
CGlobal Positiening System (GPS), thermal
imaging, overhead imaging or satellite

reconnaissance, as well as vanous forms of

data mining and computer menitoring

Biometrics is another example ofa DAT
As such, biometrics can help link a present
individual 1o previously used identities and
past acts, and perhaps even link a present
individual to anticipated future acts.

This places us in a position not unlike that
of the 19th century: Then as now: legal and
policy decisions have created operational
requirements forwhich we need
technology solutions. The technical,
operational and administrative parameters
of that time led to the eventual adoption
of fingerprinting, a solution that is st
valid and widely used today. In seeking
biometric solutions to newly emerging
requirements - especially in the force
proteclion, national security and
COuNtertenonsm arenas - it is entical to
identify not only the requirements
themselves, but also the techriical,
operational and administrative needs
that will lead to successtul
implementation of technologies.

National Security Meads and

Biomelrlc Realities

To establish and venfy identily in everyday
transactions, we have gone from whatwe
have, such as tokens, badges and keys, 10
what we know; such as PINSs, pass codes,
passwords and secret phrases. Now we are
moving from what we knew to what we
are, which entails the linking of identity to

CONTINUED ON PAGE 22
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physical characteristics or personal Laits.

Three of the most commuaonly cited

reasons for using biometnics are:

. fo provide befter secunty;

2. toincrease converuence; and

3. tosave money or provide a retum
on investnient,

These benefits have yel to be proven by
hard, empincal data and many times
require case-by-case analysis. A
requirement the ULS. has right now has the
polental to help make the case foruse of
blometrics. Itis the fundamental need to
vet and fix a person’s identity: The
requiremnent is nothing new: \What is new
is the context,

Today; it is possible foran individual who
has been dismissed fiom a job with the
DoD 1o gain employiment in another
position at another DoD installation. All
he orshe needs is a new alias name and
easily obtainable fraudulent identity
docurments (© support that alias name.
Biometrics could help resolve this
problem by permanently linking a person
with his or heridenlily

The homeland securily arena offers
another new-context requirement 1o vet
and fix identity The US. Departments of
Homeland Security, State and Justice are
all working together to prohibit potentially
harmful persons from entering the United
Slates. Again, a major question 1s how
best to stop an individual with a criminal
or tenronist record fiom obtaining a US.
entryvisa from a US. embassy abroad
when that person is using a new alias and
forged documents. As things cunently
stand, it is difficult to make the link
between the person cdaiming (o be x when
he orshe is really ¥, Biometnc technology
solutions are now being employed to help
thwart this problem.

Not only do these examples define a
requirement 1o vet and fix identity, they
doso in new contexts with new
technical, operational and
administrative parameters.

Which of the vanous biomeltric
technology solutions, if any: is going 10 be
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effective in addressing the requirement?
That is what we are attempting to
determine in the DoD.

First, the DoD has 1o consider the
lechnical limitations of ciurent biometiic
systerns, particularly in looking at
enterprise-wide solutions. Second, with
three separate Service departments and a
large number of support agencies and
offices, the DoD must consider a wide
range of operaticnal and procedural issues

There are three parts W this famework -
Foundation, Applications and Drivers.
[dentity Authentication, orthe vetting and
fixing identity, is al the Foundation level,
This gets to the one-individual/one-
identity ohjective,

The Applications level considers how the
data available in the I'oundation level is
used. Logical access and physical access
applications address the question of
verification, 1sing biometrics as a wely o

Business Process
(Track Personndat & Asxcats)

Mational Security Threats
{Oatar, Pravent)

Resource Optimization
535, Manpowar)

Drivers

Logical Access

L
Identity Authentication
(Freezing and Fixing ldentity)

Accountability Applications

Foundation

in searching for ideal verification and
dentfication solutions. Tor example, the
Biometrics Management Office stresses
interoperability of biometric technologies
threughout DoD, Third, there are legal,
policy and social concems, especially in
the privacy arena. In surm, these
considerations - technical, operational,
procedural, [epal, policy and social -
consfitute the practical parameters that
determine whether, fo what degree, and/
or how we can use biometrics within the
Departinent of Defense to address
Secunty requirements.

An Operational Framework for
Approaching Biometrics

The Biometrics Management Office has
developed a basic operational framework
(see illustration) as a means to better
understand the DoD's requirements as
well as the technicai, operational,
procedural, legal, policy and social
parameters in which we work,

ensure that only authorized persons are
able 1o access DoD locations, compulers,
infonation and networks.

Accountability entails the application of
biometics 1o monitor and record
activities and movement and to prevent
fraud and abuse.

The Drvers level refers to the reasons that
the DoD might have for actually using the
biometnc data that it has ormay
eventually oblain, These reasons include
national security concerns as well as the
need toimprove business processes and
oplimize resources. By using this
framework, we are better able to identily;
understand and intelligenty apply
hiometic rechnology solutions within
specific Del) conlexts.

Summary

In essence, biometics is a high-tech word
[oran old concept, human recognition.
Just as the 19th century crinnnal justice
system developed a requirement to link a



person to his previously used names and
past activilies, 5o, oo, the Dol is
developing requirements in force
protection, national secunty, and
counterterrorism areas that biomemc
tlechnologies can help support. Today,
biometics help protect the integnty ofvilal
US. Government infonmation and
mstallations around the world.

The Biometnes Management Office, and
its operadonal ann, the Biometnies Fusion
Center, are leading eflorts to encoumge the
use of hiometic technologies thmoughout
Dol We are actively working with many
US. Govemment agencies, including the
FBI's Criminal Justice Infommation Sevices
Division, (o leverage resources and ensure
nteroperability for the effective deplovment
of biometncs throughout the Do,
particulardy i supportof the Global Waron
Termronsm. The stalls ol the Biomemes
Management Office and Biometrics T usion
Center are proud to senve the national
secumty community in this effort.

{The views and conclusions expressed

in tils presentafion are those of

M Woodvard and do not necessarily
represent those of the U.S. Departiment of
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RAND Comporation orany of RAND'S
resedrcl sponsors.)
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Editors Nate: in 2060, (25, Senator Rober! C, Byrd
appropriated federcd finds winich fed fo the
creation of e Biometrics Pusion Center,
positioning West Virginia on the culing edge of
biometrics lechnology:



